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11 Overview 



m^^^ 111 ^^ de ^ n ^ es '* e Avpcent Install and Discovery Protocol (AIDP). Avocent network client 

to install and ^discover Avocent Managed Appliances (for example: CPS, 
*f*J This 
% includes appliances that donot have an IP. address and appliances that do have an IP address. Install is the 
l%~ process of settin § lhe W c onfiguration of an appliance that does not have an IP address over the network. 




This. protocol exchanges messages via the UserDatagram Protocol (UDP) documented in RFC 768 using 
UDP port 3211. Appliances must listen for UDP messages on this port. The AIDP protocol uses the 
same port number as the Avocent Secure Management Protocol (ASMP). However, the AIDP protocol is 
over UDP, whereas the ASMP protocol is over TCP. v 



The AIDP protocol also provides a few SNMP xommafids that allow a client to access certain MIB 
(Management Information Base) objects in the appliance. A MIB is a set of managed objects that define 
what data can be obtained from an appliance. In order to^support me^SNMP commands; a managed 
appliance must implement an SNMP agent and an enterprise MIB,|When using the AIDP protocol only 
certain OIDs may be retrieved from the appliance. The OIDs defined in the Enterprise MIB that are 
marked with "Discover" in the AVAILABILITY keyword may be retrieved. In addition to these specific 
enterprise MIB OIDs, the MIB-U OIDs sysName and sysObjectID can be retrieved from the appliance. 
No other OIDs are accessible through the AIDP protocol.; Please refer to the managed appliance's 
enterprise MIB for which OIDs are marked with the "Discover" yalueWhen using the AIDP protocol 
only certain OIDs may be retrieved from the appliance. The OIDs defined in the enterprise-MIB that are 
marked with "Discover" in the AVAILABILITY keyword may be retrieved. In addition to these specific 
enterprise MIB OIDs, the MIB -II OIDs sysName and sysObjectID can be retrieved from the appliance. 
No other OIDs are accessible through the AIDP protocol.. Please refer to the managed appliance's 
enterprise MIB for which OIDs are marked with the "Discover" valueWhen using the AIDP protocol 
only certain OIDs may be retrieved from the appliance. 5 The On^ defin^ iJrme enterprise MB that are 
marked with "Discover" in the AVAILABILITY keyword may be retrieved. In addition to these specific 
enterprise MIBOIDs, the MIB-H OIDs sysName>d. sySjectlD can be retrieved from the appliance. 
No other OIDs are accessible through me AIDP -protocol. Please refer to the managed appliance's 
enterprise MB for which OIDs are marked .with the 'Discover", value. 



Discovery is accomplished when^Sje-'fciieht. sends a UDP broadcast to fthe subnet containing: the 
appliances. . All appliances on the subnet |^st report their IP configuration information back - to the 
client. Even appliances that do not have an address must repo^ MAC address back to 

the client .. r ; . fcS '• -*> ■■■■ ~ ~ •:" :\-'^^ ~ y " ' 





Pii^efReqijeaO 



Managed AjbipSance 



DfeCDvem^}|y(MODEU MAC, IP, MASK, GATEWAY) 
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This quires that iipp do^ribt^ packets even 

•f when no IP address has. been assigned to the appliance. They also must be able to create an DP/UDP reply 
.packet Ayhen jthey ; do^not kve:;M^ adcfes^ the following 

fields ^ indicate below if K 



Ethernet source addiesf * if 
EAemetdestinadon adidres¥ 
IP source address ; 
IP destination' address 
P)P vD^yer ; j^iy:-^lAG; 
UDP Discover Reply IP 
UDP Discover Reply Mask 
UDP Discover Reply Gateway 



& I MAGaddress of the appliance;. 



Ethernet ^purce.adi^esStfromrp message 



Request message 
MAC address of the appliance V? $m 

0oMxr: 4 * 




Note: It an appliance already has an IP address assigned, the client can send the.discover message 
directly to the IP address of the appliance. It docs not neld.fS^nla broadcast. 



Note: When operating across routers, UDP subnet broadcast must be enabled in the router for UDP port 
321 1 




1.2 Installation 



Installation allows the client to remotely set the IP cpnfigu^on ;6f appli^ces that do not have an IP 
^d*es£ This subnet mask and gateway for the 

managed appliance This is a two-step process. Step 1 requires that the hew configuration be tested and 
Step 2 installs the final IP address: Testing is required so that the appliance does not get configured with 
an invalid gateway or subnet mask. ^ : - , ^ 



During Step 1 'the client sends, a UPD broadcast containing the MAC address, DP address, subnet mask 
-and gateway tothe appliance. OnJy ;the reply to this 

request If the reply is received, then Step 2 is f^rfonB^. |Ste]fv2 ^nnanently sets the IP configuration 
into the appliance. "§ " : '" K ' 



Gierit 




TestIpCortfigReqi^st( IP/ MASK, GATEWAY) ^ 

- ' ~ v--- . •■ ~ :• . ..'W: - Managed Appliance 

^ Testl^ftaRebtvf^ATlJS^ : - • 

Setipfo^ GOTEVVAY). 
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. v '' '. ' " *jgs 

SeUpCohfj^^ 



Upon receipt of a Test IP Configuration Request, an appliance with no IP address should temporarily set 
its , IP configuration to the values received :ui the 'request then use the normal 

IP/UDP stack to send the Test IP Cohfi miration P^lv nVl££^n ttfSt' th* „V & 




Configuration Reply message will not get returned tfrthe client^^r^<^;\he client will not send a Set 
IP Configuration Request and the appliance IP ^^ig^Qa^^m^^^ not be permanently set. 
Only upon receiving the Set IP Configuration message should JdffiSlTS permanently set the IP 
configuration information; ^ 




. - 
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* ■^^'"'ATOP, Message is" nrade* up of a series of bytes. These bytes'coritain three distinct parts 
S(Header, Record Data/and Trailer) as indicSai belo%v. 




2.1.1 - Header 




it 









SOH 

:£:>>'•'' 


' "1 "' ■ 


The start flag markihg the beginning of a message: Start of 
Heading (0x01). ^^^^^^§: ; ;;fg|^; - ^ 


Signature 


4 


Unique Signature ID indicating that this is ; an Avocent Install 
Discovery Protocol message! l^TTris value will always be the 
ASCn representation of "AIDP'\^ ^ 


Sequence Number 


2 ■ 


Uniquei>aek^ This 
value increments for each packet sent. The value 0 is reserved 
for future use. This value is sent in Network Byte Order. 
Range is (L.65535), 


(^nimi^^^^ : 

' * ^ : 
$> * ".«■ ; 


St 


AIDP command contained in 
the message. The values 0x00 and OxFF are reserved for future 

COMMAND . • , REQUEST ID, REPLY ID 
Discover" \ * 0x01 0x8i 

^_ ^'v./^v, ,^ ■ :.: -X;.' .' . ( -\-< >. • Xvyx;XvX;:;X; f: 

Testl^onfigRequest s 0x02 0x82 

s:" . ^ - x XV « - ' ; ' - ', x^x"' i : ' ix : x : : • 

SetlpConf igRequest 0x03 0x83- 
•SiurgpGe^ : : j ^ 0x10, 0x90. 
'Snn5)GetNext 0x11 6x91 


Record Length * 

; * -< & 


■ 


The total number of bytes in the Record Data field that follows. 
This value is sent in Network Byte Order. Range is (0.. 






^294967295): 



;m- 



2.1.2 Record Data 



'■■W;.. 



The Record Data portion is a- Variable length field containing the data to send. The data is 
encoded Jbased upon the AIDP command request^reply ID. See the appropriate Commands 
section for the ^ speciific encoding rules for the different i^uest types. 



; « v" : BfstA^a|lable Copy ^| v 

Avocent CoiporatiOD r ^ r ^ y I Company Confidential . fo^nt Ii^ ^Djicdyery Ffotocbl^Si^fication 

2 f 1.2.1 Variable Length Data Fields^ J 

- | Certain AIDP commands may contain variable length data fields encoded within the Record 

- * # r i -£ ata Portion of the^AIDRmessage. There can be more than one variable length data field in the 
-*T ' 4 * v % ; Record Data portion.; These variable length data fields will 'use the following extensible record 
; format: 










FieldID^3| 


■y; • - 

" : : 'v^:;4 


Contains a unigue Re^^ data. A * 
Reld lD wiUi a value of OxFF terminates the record data and is not 
followed by the remainder of this field. 


Field Length 




The total number of bytes.in the Field Data that follows. This value 
is sent in Network BytrOnftaT Range' is (0..65535). 


Field Data 




Contains the data for this- field. 



mm 



'w ww 

The following shows how the Variable^ Length Data Fields would appear in the Record Data 
portion of an AIDP passage: $ 



*SOH 




|Header 


CmdID. 


Rec Len. 


Record Data 


Trailer 
CR 


UByte) 


MBytes) 


. (2 Bytes) 




(4 Bytes) : 




<1 ByteO 




Field ID 4 


Field LEN 


Held Data ; 




Field ID 


Field LEN 


Field Data 


4 (IBytet f 


* jfrBytes) „ 


(0-n BYTES) 


••• 


(IByte) 


MBytes) 


(0-n BYTES) 



Note: the Variable ? ''Len gth Data Fields contained in the Record Data portion of the 
m^sage may appear in any order, unless stated otherwise^ 



^> y x >-vr ^ 

. ^* e r-' y 4..* X^' 



2.1 £2 Variable Binding Fieldsi ^ 

In some of the AIDP commands (specifically die Snmp commands), the Variable Length Data 
Fields x>f the Recqid Data.TOy contam a V 
f. ' contain further encoding. ' 

~ : f 2The following sfiow^c^ sections of 

- * . m AIDP message: ^ r-: : ^ • '; ' 
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Ik. 



Header 


Record fiata!! 


Trailer 


' ' SOH f 








:Rec Len. ) 




OR 


(1 Byte) 


(4 B$e|) 


V(2 Bytes)"; 


Wf0^§ 


(4 Bytes) 




<! Byte) 





Field ID 


Field LEN 




^0 B«|Jf 


»2Bytes) w f 








FielciLEN 


Field Data 


(1 Byte) 


(2 Bytes) 


((kiBYTES) 




>"*: /r.^ :::: : ::::.' 

VARIABLE BINDING FIELD 



OID Type 


Off) Len 


- OID p 


; ^^ue;5PypeJ 


Value Een n 




(1 Byte) 


(2 Bytes) 


(8-n BYTES) 




^C2>Bytes) : ' : ; 






/Invariable Binding Field encoding is described below 







Type i^cati^g this ^^l^OID. Vilue = 0x06 


OlDTypfe , 




(ASN^OBJEGnDEI^^ 


QID Length 




,pohtairisL the;^iiml»r>of :bytiS iB^the Off) tha^/follows. This 
value is sent in Network Byte Order. 


QID Value 

•••• • p. . > 




Contains the OID as an array of. INTS (each INT being 4 
Bytes). The minimum length is 8 because the smallest OID 
-that;.c^ -.l»}us^ in a command is 2 ^ integers (example: 0.0). n 
has ; to be multiple of 4., 


Value Type^ 

r . 


] * -i 


Gontains the type of the Variable Binding Valuers follows: 
0x02. r ASN_INTEGER 
6x03 £ ^ASNiBITS i:V;" 
#xQ4 ^ ^ASI^CTETSTRING, j: 

pxps - asj^^ll; ; 

tix06 'W ^Sl^£jTCTli)E^ 

£*30 ^ asiOseQd^ 
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0x40/r( ftSN^IPADDRESS 
0x41'«ASN^CpUNTER3 2! 
0x42 ASNJ-GAUGE32 
0x4 3. - ASN^TIMETICKS, 
0x44 : r , ASN_OPAQUE 
0x46f^ASN^COUNTER64 N * 
0x47 5|iASN_UNSIGNED32 



^htan|' thejlraglgbf the Variable Binding Value that 
follows. This;Value is sent in Network Byte Order 



Contains the Variable Binding Value. See below for hfcw the 
^yaiue is encoded. 



The Value section of the Variable Binding field is encoded differently based upon the Value 



; 'T^. assisted telow:ft r '4^^^s^ 
ASNJNTEGER (0x02) * 



■nun 


■mm 




(1 Byte) 


(2 Bytes) 


(4 Bytes) | 





ASN_COUNTER32 (0x41), ASN_GUAGE32 (0x42), ASNTIMETICKS (0x43) 

■ -■ ■ : — * v ->« " f V £ ■ '• 



WBBBBBXBi 






(1 Byte) 


^2 Bytes} H 


(4 Bytes) 



^^f_COUNTERi54 (0x46) 



(1 Byte) 



MBytes) 



(8 Bytes) 



44' 











(1 Byte) 


(2 Bytes) 


i - n Bytes 


(1 Byte) (1 Byte) | (1 Byte) .1(1 Byte) 



.4 







l^«ii»i^ii^^SglWif 


(IByte) 


,(2Bytes) 


V 1 -:ri INT Off) values : 


MBytes) (4 Bytes) (4BytS) 1(4 Bytes) 



ASN_NULL(0i05) 





^MHn« 


mmmm 


(1 Byte) 


(2 Bytes) 


(NO VALUE) 
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£1.3 Trailer; 



mm. :=.;=•==;•:= =• v,= : ; ;;. 




:- 



Every A©P message "ends with, a Carriage -Return\(CR) byte (OxOD) to mark the end of a 
message 

2.2 Cpmrharids v - • ' 

" \ ^ > y • ...... 



2.2.1 Discover 
2.2.1.1 Request Message (0x01) 



This message is sent from a Client to> Managed Appliance to request that the> appliance report it's 
information (Model Type, MAC address, IP address, subnet 'mask, and gateway address) 




1 

o 

I 



SOH 



SigTiature- 



Sequence Number 



: Command 'IDM^i8# 

It™ 



Recidrd I^gtliM^ 



4 . 



Start of Heading., Value = 0x01: % «*> 



Unique Signature ID. Value = "AIDP" 



^qi^pa^et sequence numb^h 



Unique code for the command containoi in this messaged 



^ajug = 0x01 (Discover Request command); 



The total number of bytes in the Record Data field that follows. 

• • - ■■«;• .'. -■; ■■• •>. > ? y,.,y.-: ■■■v--,y.-, : ,.\ y" t : ■ ,;- : .y . v. ■ 



Variable Length Data Fields. See below for description of the specific fields. 



Field Terminator 




CR 



""'^.,•-1 



Terrruriates^^ = OxEFa 



^End of message flag. Value = OxOD. 



hfotfc: There are no Variable Length Data Fields in a Discover Request Message. The Record Length 
I .value foil always be l to account for the Field Terminator. 



4 * , - \Vy.<.v~ - > « ' \ I ; ~ ' — — : ~ 

■ :: * *s , : : " i: :: 

There, ^no^ariable Length Data Fields in die Discover Request Message (0x01). 

Upon iweipt pf:the Discover Request Message^ the managed appliance will generate a Discover Reply 
Message ^tainingit's Model Type, MAC address, IP address^ subnet mask, and gateway address. 
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"1 



;2,2;1.2 Reply Message (0x81) ^ S^i 

v 4 ^;^' Irs l^?-- 



ana 



jl ^^^^^IW^ Appliance; to a Oient in response to a Discover Request iinesisage. 



fey r . 



•2 



■iO. 

i 



1 



SOH 



Sequence Number 



Command ID 



Record Length 



Start of He^^^^u^O^K 



Unique packeF^iience^umber, This number must match the sequence 
mnnbe^ 



Unique cx>de for the command ;W 

. \.: m y „.am^my 'y-m-mm^^ --r- ■■:mm:.^5^ 
Value = 0x81 (Discover Reply command) 



The total number of bytes in the Record Data field that follows^ 



Variabie^Lehgth DaU^ See below for description of the specific fields. 

* Field ID 1 = Appliance.Model Type Field 




♦Field ID 2 = MAC Address Field 



♦^Required Fields 



* Field ID 3 = IP Address Field 

* Field ID' 5 = Gateway Address Field 



: v^'t\ ... . 

♦Field ID 4 = Subnet Mask Field 



Rdd Tearminatdr 



CR 



Th^fo^ 



1 



Terminates thetecord data^ N yaliie=K)xFF.| 



End of message flag. Value = OxOD 




Appliance Model Type Field: 



e Length Data Fields of a Discover Reply Message (0x8 1): 



W y-'T. 1 




man 






FieidiD 




The Appliance Model Type Field IE* Value = 0x0 1 . 




Reld Lengt^ ; # 




,%e length :6f0eM 
Value =j2;^hisyalu^ 


iy ... 

> v & • • y-yy. 




^ 5 , ; - M 


.. . ■ 


Field Data 

s 




Value indicating 

Network Byte Order: The possible values a^ f^lows: ] ■ 
QxOOOr- AvocentCPS810 


& ■ - : V' :i ---:v : ': : ' i! 1 






0x0002 - ' ! Avwent CPS1610 


K ' * ; - 




■ , jf ? 


0x0003- AvocentbS1800 








f: 0x0004- Avocent DSR1161 








0x0005 - Ayoceht DSR2161 








0x0006- Avocent :E>SR416p 
(fecQ007> (iinpaqbSRlljSl 


i i 






■y 6x0008^ Compaq DSR3161 
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I Note: Thisvfield will always appear in the message . 



r*'. : MAC Address Field: . ' >f^* * 



■: ...,.*...<••' -"•*>y..o • 









.xhilk^Ad^si^ — 


Field ID 


1 




■ Field Length 


1 I2 >.,,.. 


The length of the MAC Address Field Data field that follows. 
Value = 6: This'value , is sent m.Network Byte Order. 


Field Data 


v 1 1 . 

' - * *£# 


Value indicating the: appliance's MAC address!^ This value is sent in 
Ne^ork ByteOrder. 






■ ■ - >.-A-v.... .•*\w.,:>: 5 ::-v:. v:j ■•■:>>: ::;: : : :c . : :.; ; >; y ; ::::: • _ 


. ; •. - •. . :. t > ... . . ^ vw . . . . V- -' • • • . v ... ' - - - - , - - . . . ........ ij 

Note: This field will always appear in the messaged & ^ ' 








IP Address Field: 

, ...... ,, + V , ......... 




. . . v. .. .. - >„. x w 








1 Field ID 




Tlfe IP Addrei Field H). Value = 0x03.^ 

: : ' :v ^ ~ \: ■ , . i;: : : : :::5 


J Field Length 


2 | 


The length of the IP Address Field DataTield that follows. 
Value = 4. This value is sent in Network iByte,Order. 


Field Data 


4 


Value indicating, the appliance's IP address. This value is sent iin 
Network Byte Order. / 

>Ir the appliance has -not been assigned an JDP address yeL: it should 




|.;f |j| 






respond with in IP address of 0.0.0.0 (0x00 0x00 0x00 0x00) • 







Note: This field will aJv/ays appear in the^n^saj^; 



Subnet Mask Field: 1 







The Subnet Mask Field ID. Value = 0x04^ |,.,.,... . ,. . 


Field ID 


■ 1 




Field Length 

c " 

.f- '.. Tli..-;.,,' , : . \ 'jpr / 


2 


The length of the Subnet .Mask FieW that folkws. 
Y^M^ ft 4- Thisjyalueis sent in Net\yprk Byte Order, 


Field Data , 


■; ; :4 - 


Vdugindic^ng^the This value is sent in 
Ne^orkByte Order. 






If the ;appli^ce has not been assi^ed a ^tmet ^ it should 
r^pondwi^ 



Note: This field will always appear in the message,; 
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# 



C -U 



J^'M 1 Gateway Address Field:^ 






mm 




Field ID 


i 




The^Gateway Address Field ID^Value ^ftiOSr 5 


Field Length 




•v- 


Theldn^ 

&Value =14, v This value is sent ih-Network Byte Order. 


Field Data * 






Value, indicating the appliance's gateway address. This-value is 
Network Byte Order. ' 


sent in 


r ; 




I 


x ^ ^ ; 1 ::::::::::::::: 

If the; appliance has not been assigned a gateway address yet, it 
rapqnd with a value of 0 0.0.0X0x00 0x00 0x00 0x00) 


should 








IfM^ < * 



Note: This field , will Always appgaf'in the messaged 
iNote: The above Fields may appear in any order. 




2.2.2 Test IP Configuration 
2.2.2.1 Request Message (0x02) 

This message is sent from a Client to a.M^aged^Applia^^ test if a given IP address and gateway 
address is valid for the appliance. It is used to determine if the appliance can route a message back to the 
client using the given IP and gateway;addresses. 




Signature 



Sequence Number 



Command H) 



Record Len^i 



Start of Heading. ^Value% 0x0 1 > 



Uniguf Si^ture ro^ 



Unique packet ^uence^miii^^ 



U^uec^efbr^ 

Value = 0x02 (Test IP 0 Corifigurauon ; R^^ comrnand) 



TOe total numto of bytes in feR€«6rd Pat4 field that follows. 



£ Variable Length Data Fields. See below for description of the specific fields. 
' f; : ^ * Field m i> MAC Address Field 



? Field ID 2 = IP Address Field 
* Field ID 3. = Subnet Mask Field 
^ Field ID-4 = Gkite Addr&s Field 



* Required Fields 



Field Terminator 



Tenmmt^Jthe^r^ 
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i 




; 1 


End of message flag*,Value = OxOD., 




<* 


••••*«W*?i.»<>-. : ^. 




• y- " "': •. -.-r • .■ ':: ■ :' : • ' ■ : ' ■ ■ ■ 
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W^f^^^*™ % describes < the Variable Length 1 Data Fields of a Test IP Configuration Request Message 











Field ID 


■nut 


The MAG Address Field ID, :Value = 0x01. 


Field Length 


2 | 


The length of the MAC Address Field Data field that follows. 
Value = 6. This .value Js sent in Network Byte Order. 


Field Data 


> : ' : •;!.••'*" . • * 


Value indicating the appliance's :MAC address. This value is sent in 
Network Byte Onler^lg- :y ' " " 



| Note: This field will always appear in the, message. 



IP Address Field: 










The'IP Address Fi^ j^ = 0x0^. 


Field ID 


1 




Field Length 




The length of the IP Address Field Data field that follows. 
^Value == ,4HThis value is sent in Network Byte Order. 


Field Data ; x 




V^Iue indicating the appliance^ IP address. This value is sent in 






Network Byte'Ordef. 



If .. 



Note: Jhis field wll always appear in^the message. 









Subnet M^k «dd: ^ ^ 


.1. -i; • ' '..V. " ■__ . ■ 


1 Ini 




Tlie Subnet Mask Field ID. ^V^i = ^3. ^ 


Fieldp 






Field Length 




Tht le^gth^of Data that follows., 
:Val^e = 4. "piis v^u^is^^ Byte Order 


Field Data 


4 


Value indicating the djppliance's subnet mask. This value is sent in 
Network B^te Ordftf 
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J#l§ 


Network Byte,Order,\ 














Gateway Address Field: 











Field ID 


• - . j 


The Gateway, Address Field ID: Value = 0x04 

■ ' . to<^%«f*«,;.'|' .V/ " * 




Field Length 


'! 2 l: ! :i 


The length of the Gateway Address Field Data that follows: 
Value = 4. This value is sent in Network Byte Order. 


Field Data 




Value indicating the appliance^ gate 
Network Byte Order. . 


way addr 


ess. This^value is sent in 











Note": This field will always appear in the message. 



Note: The above Fields.may appear in any order. 



Upon receipt of the Test IP Configuration Request Message; the managed appliance will generate a Test 
IP Configuration Reply Message indicating the status of the request. ^ 1 



2.2J2.2 Reply Message (0x82) 

Configuration Requestmessa^P^ 



Manage^ 







mm 






SOH 




.Start of Heading.;, Value = 0x01. ' 


i ADER 


Signature 


' 4 


yniqi^cSigi^ture ID, Value = "AIDF-. 


Sequence Number 




Unique packersecjuence number. rThis "number? must match the sequence 
number of the f^t:^-.(^nfiguration : Reque$t message mat this reply is for. 


1 


Command ID 


w 


Unique code for the conmiahd contairi^^^m 

Value = 0x82 i(T^IP^^^tioii Reply command) 




Record Length 


4 ' j 


Hie total number of b^es in^the Record Data field that follows. 


ECORDDATA 


Variable Length Data Fields. See below for SSotp^^ 
^iF^i|dr^.Re!(^ 




Field Terminator 


1 


Terminates the^ record data.! Value = OxFF. ; Ti" 
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End of message, flag!; Value = OxOD. 

list 



The following de&nbes the Variable Length Data Fields of a Test IP Configuration Reply Message 

(0x82): ~ : ; ■ ... ; i •> * 



Status Field^ J*£f 













Fieldlp 


•Pit 


The Status Field mjValue*^ OxOlv " i 


;: Held^ i 




The length of th^tatu^I^ata field that follows. 
Value = 2: This value is sent in Network Byte Order: 




Field Data^^j 




Y%e indicating ^'lhe%tatosjof the request. Thisvalue is sent in Network 
Byte Order. See status codes below for possible values. 











| Note: This field will always appear in the message. 




IPSADDRESSiALREADYlEXISTS 



INVALID-REQUEST 



APPLIANOE_ERRpR «s?) 



TC^pliance already has an IP address. 



^invalid requ^^ 



The appliance was unable to process the request dp :to an 
internal error. (For example: Out of memory, Not enough 
resources). 



Please refer tb ieetipn%2.6 St^ for a list of the status de values. 



i 
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,-4; .of.' 2.2.3 Set IP Configuration jp; 'fr, 
2.2.3.1 Request Message (0x03) 




: This message is sent from a Client to a Managed Appliance to assign an IP address, subnet mask, and 
s ^^pgateway address tb.the. appliance. -"' 




if 




Signature r. 



:SeJjuer^Nun^^ 



Gommami ID \ . 



Record Eength ¥ 



I t 



Start of Heading. Value = 0x01. 



Unique Signature ID.. Value = "AIDP". 



Unique packet sequence number. 



sta^ e for command comainet,in ,his messa s e - 

Value = 0x03 (Set IP Configuration Request command) 



The total number of bytes in the Record Data field that follows. 



<Jf» ' 



Variable l^s^ Dal^ReidlS^ below for'description of the specific fields. 
* Field ID I = MAG Address Field 

Jf i$Bkk& 6*1.10 3 = SubnetMask : Field : 
||-. ,. v * Field !D4 = Gateway Address.Field 
♦Required Fields- ■ : „ 




Field Terminator %>i 



CR 




MM* 



Terminates the record data. Value = OxFF. 



End of message fla^ Valued OxOD. 



, > ill 




The following describes die Variable Length Data Fields of a Set IP Configuration Request Message 

(0x03):- \. . ^tr= life ^" ^ * * * 1 " ^ 6 




















n 1 • * 





















* MAC AddnSs Field: 









Field ID - 


.1 , • 


The MAG Address Field ID. Value = 0x01. 


Field Length 


2 


The; length of 

Value = 6 ? This value is sent in Netwo^ 


Field Data 


6 


Value indicating tlfe^a^Uanee's ^ is sent in 
Network Byte Order. 



Note: This field will always appear in the message: 
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Company Confidential , , A vocent Install and Discovery Protocol Specification 



IP Address Field 



mm 



ills 

















Field n> rw ^ 






l he IP Address Field ID, Value 

--_>.'. v ' „ x _ ; .... ■ . . .: 

: : >- .y- v, : r > . ■ '• • ! ' • : : ' :•: ::::: 


= 0x02; 








Reldl^ngrJhu 




'2 ' 


The length of the IP Address Field Data field that follows. 








Value =4. This'value is sent in Network Byte Order. 


afield Data 






|/alueXindicating the appliance's IP address. 

^NetWdrklgMer.r:' 


Th 


lis value is sent in 















'4.: 



Note: This field will always appear in the message, 



Subnet Mask Fiek 


1: ' ; n 


^>&|§r % t g| v. • 








Field ID 




The Subnet Mask Field ID. Value = 0x03. * r 


Field Length 




The lengthjof i the Subnet Mask Field Data that follows. 
Value = 4. This yalue is sent in Network Byte Order. 


Field Data 

. .... . : = : ;;^%-;;;;-:?;: / [ ' • :• 


■ -,.| 


Value indicating the appliance's subnet mask. This value is sent in 
Network Byte Order. " - . ■ ;> 

' ' . . .)>.-.;. ;:; ^ .::::::::::::: ^ 



Note: This field will always appear in the .nij»sag^J^^ 



Gateway Address Field 



. , - 







































^hj^ewiy^ ' ; ^ ^^'^ 


Field ID . . N . 


- 1 ,(M 




Field Length ^ 


2 ' 


The length of the Gateway Address Field Data that follows. 
Value - 4. This value, is sent in Network Byte Order. 


Field Data 


4: 


Value^ indicating the appliance's gateway address? This value is sent in 
Network Byte Order. 



No^: This field mil always appear in ife message, f 
Note: Tfe atk)ve Fields may appear in any oider; 



Uppn receipt of the Set IP imnag^ appliance will generate a Set IP 

Configuration Repll^ N^sage indicating the^ reqiiestl ': 



m" 
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w 



2.2.3.2 Reply Message (0x83) 



, 1$^ message^ is sent lEbpm *a w Managed Appliance to a Client to indicate the status of the Set IP 












son 




Start of Hea&ng^^ * ' * > ■ 


OS 


^Signature 


4 -fj 


Unique SigriaturelD.iValue = "AIDP". 


Sequence Number 


2. 1 


Unique packet^u^ce ^ the sequence 
number of the Set IP Configuia^ this reply is for. 




Command ID 




Unique code for uSe cornmarid contained in this message. 
Vate=^ Configuration Reply command) 




Record length lfg||r . 




/The total number of bytesin the Record Data field that follows: 














Variable Length Data Fields. See ; below for description of the specific fields. i 








: ; -:vx>- .,>. . .. . " ' • ■ 

*Fieldroi = StatusField 






* Required Fields . 

Is*;'" W^lir 








1 


^ kp" > 


. . i 






Field Tenninator J 




Terminates;the in^rd;3ata^di^p0xFF. ' 


| 


CR 

• ^ . - ' • >• m 


1 


End of message flag. Value = OxOD. : ^ 




I 




y V V 








,.'■'>?'> : '■' i; ' ^ : .«^v: : -.',:> ^ iji::;^ >■ ■■ ■ - : : :::•:••;•;:::::::::::::: : : :::: :::: :: : 

™ following describes the Variable Length Data Fields of a Set IP Configuration Reply Message 
(0x83): ' 



^ Status Fl^d: 









a^W»«Kg»^»Br.'S6'.-, ■y.jfty .^fc i#t-- -a* **k ,c.i >i • • 'w 




Field ID 


1 


The Status Field ID. .Value = 0x01. ^ ' : : 


p 


Field length 




The length of the Status Data field that follows. 
Value= 2. This value is sent in Network Byte Order. 


# ■ 
J' 


Field Data ^ 




Value; ^ is sent in 
N^jPwork Byi^6^&r. See statu^io^es:bfeio^ values. 



Note: This field will Mways app^ ttfc 'r^sage. 
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$k $»* - 8 Status codesf 





IP^ADDRESSjALREADy^EXISTS 



INVALID.REQUEST 



APPLIANCE.ERRQR <gp:^ 



TTi&aj^ 



An iriv^idfequest jvasjse^to thejappliance. 



Th%&^ process the request do to an 

internal error. (For example: Out of memory, Not enough 
resotifces). 

y ._ . _ . _ . . . . ... .... . ... :: . 



; Please refer to section 2.2,6. Status Codes for a list of the status code values. 



SrimpjQet 



2&4.1 Request Message (0x10))* 



This message is sent from, a; Client to a Managed ApplS^o retrieve the value for an OD> from the 
managed appliance. . ^ x ^ 



,4 ■ 






Mill 










SOH 




Start of Heading. ^Value = 0x0 1 . / 




r :HEADER : , 


Signature > 




pffique^i^ture ID ^alue^= "AIDF 






Sequence Number || j 




.Unique packet sequence number. 


Command ID 




Unique code for the wmmahd w 

Value = 0x10 (Snmp Get Request command) 




Record length 




The total nun^ pf .bytes ^ 


CORD^T^ 


Vanable; L^gth Data Fields. See below M^^^ o 
, ^ * J;. * Held ID l.± Van^leBinliing Field 
* Required Fields - ^ ' ' " " ' 


f the specific fit 


IB!:. 


| 


F^dTermnator 


l 


Tenniriates the record data; Value == OxFF. 


i 


CR 

y-M 1 v : ■ 


. 1 


yBndx>f Jne&^ge flag: ; Value = 

£ * " T~"" ; 


= OxOD."' 




















; '. •. - 











The^Upwingdesctt Ctet R^ji^Me^ The 

variable binding contains tte 

refer to section 2 J.2.2 Vimable Bmding Fields to s^ how Variable ^ Bindingsire encoded. 
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Variable Binding Field: WJM 



f -1 












Field Id -a - * % 




JThe^Vanable Binding Field ID. ^Value = 0x01: 

<-*N? ^ y ' •; ; ; : ; I::-;;-;;;;:;;;;';;;;;;;;'; ; 


^eW Length; * 


2 " 


The total number of bytes in the Variable Binding Field that follows. 
TCiis value is seirit in Network 






OID Tyoc 


; ; l ■ 


Type indicating this is an OH). Value = 0x06 










(ASNJDBJECT^^ 


' * 


§ 


OIDLen 


."■ 12"; 


The length of the 0ID f_Tto get. This value is ^ent jn Network Byte 
Order. 


IJ 






c 8-n 


The OID to get the value for 


«!§ 




V^ueType 

. ngs^ is 


t 1 Y 1 


The type of the Value^SHpuld always be set to 0x05 (ASN NULL) 
for an Snmp Get. Request Message. 




•o 

..:£> 






Length of the^ueg&h^ to 0x0^ for aii Siimp 
Get Request Message. This value is sent in Network Byte Order. 


i' : 


> 


Value T i 




Value for the OID. Should never.be revalue for this field in an 
Snmp Get Request Message: | 




:: ^ 




m x '- ' ' -Hr-- . v; . v- ■ :v::::V: : ^'-';::::::-::ir:i:i ; :;;;i::;:::; 



Note: There may be multiple Variable Binding Fields in an Snmp Get Request Message. 



J 



Note: When using the AIDP protocol only cemin'OEDslnay be retrieved from the appliance: The OIDs 
defined in the enterprise, Mffi that are marked with ^T)iIoover M in die AVAILABILITY keyword mav be 




aged apphance's enteiprise Mffi for which OIDs are marked with the "Discover" value. 



'■■<?:-.u v :>-m ' 



' • ;;;;; : - :-. : ;;. : ] .; 

; Upon receipt of the 'Snmp Get Request Message, the ifianaged appliance will, get the yaluesipr the OIDs 
s^fi^in^Jy 

The message, will contain the status .of Ithe request and the values , for ,tHe OIDs if the request was 
successful , - ri r £,; ^ If : ' ^ ^ " ' " ^ ' "' ^ ' 
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I The following is an example of an SnmptJet Request Message (0x10) for the MIB-II sysName ODD 

t^C^ (13.6.1:2.1.1.5) j-t^^-Mk^ 'I " " « ' ' 









mmmrnm 




SOH 

* 




SEQ 

%M. - 


Crad 

»■ fif i 


Rcc. L*h W 


• V Viable} 
Binding ID 


Variable 
"Binding Leh 


OID 


OID 
Leo : 


i : 




>«i;:: 


-16f 


V:\46 


* 1< ' 


• 42 \- :■-*.= 




36 




41534D50 


ooo i i 


1 10 


?oooooo2E ; 




00 2 A 


i 06 


0024 




;!->^ 






„ • 


r ^': '^y :r : 







OID Value ^ 



. - — 13612 1 1 50 v : ^ 

oo oo oo oi oooo oo 03 oo oo oo 06 oo oo oo oi oooow 0200000001 oo oo oo oi oo oo oo os oo oooac^ 







mammm 




VValueg^H 




Terni. i 


^ frailer ^ 




0 


ff 




05 


woo: i 







2.2.4.2 Reply Message (0x90) 




This message is sent from a ; Managed Appliance to a Client in response 'to an Snmp Get Request 
message. It will contain the .status of the request and the values for the OIDs if the request was 
successful ' 




If 

if * ilk 


I - is» 




!■'■■ - : 




SOH 


1 


Start of Heading. Value = 0x01. ' ^ ^ 




;ai>er: " 


Signature 


>4 


Unique Signature ID: Value d tV^JDP". 




Sequence NumB^ 

•' /""-^ ^ r-.v S 


| 1# 1 


Unique packet sequence number. This number must match the sequence 
number of the Snmp Get 'Request message that this reply is for; 




■s 


Command ID V 


■ •: ■ 


Value = 0x90 (Snmp Get Reply comnwnd) 


f * : -' • 




R^Dofd 1-ength J 




The total number of bytes in the Record Data fielci that follows. 


1 : ^ 

1 ; . .. 

k . . > 


1 


" ^ ^ , ^V^riabie Iin^th Data Fields. See below for description of the specific fields. 
- J ; r X- *BeldED i i Snmp Error Status Field 
* .. ; ■ ■ * Field DX^= Snn^ 

f - * Field ED 3 = Variable Binding Field 
♦Required Fields - " ^ 






Held Terminator # 




Termih^Ees ^e repord ^da^/i^alue : s;c£cFFj = !' ;~ * : 




TRAILER 


GR 


',- J 1 ?! 


End^^s^e flag^^ 
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. - The following describes the^ariable Length Data Fields of an Sump Get Reply Message (0x90): 

- - St " ' m " Siltt kJ&?^^MS v I I 




ft 











Field ID 




The SNMP Error Status Field ID. iyalue = 0x01. ' 


Field Length 


2: ... 


The length of the SNMP Error Status that follows/This value is sent-in 
Network Byte Order. ~ ' '.^^^^^t? 


Field Data 


2: 


The SNMP Error Status. $This/j^e;;fc- sent in Network Byte Order. 
See the SNMP Error status codes felow! for possible values. 



SNMP Error Status codes: 



^ 




NOERROR 



TOOBIG 



NOSUCHNAME 



BADVALUE 

::: : • ": : > > -:\ 



READONLY 



GENERR 



INVALlD_REQtJEST 



APPLIANCE ERROR 



SNMP RFC 1157 Error Status -No Error 



SNMP RFC ! 157 Error Status - Packet is too' big 



SNMP RFC! 157 Error Status -No Such Name 



SNMP RFC 1 1 57iError Status - Bad Value : 



SNMP RFC 1 157 Error Status - Read Only 
SNMP RFC1 157 Error Status - General Error 



An invalid request was sent to the appliance. 



The appliance was unable to process the request due to an 
internal error. (For example: Out of memory/Not enough 
resources). 



Please refer to section 2.2.6 Status Codes for a list of the status code values? 



SmiP GetResponse Errror Index Field: 







ThishMP'G^esp^ ^ 


Field ID 




• ■ . r ' . . , ' 


Field Length 


2 


The length of the SNMP GetResponse Error Index that follows. This 
value is sent in Network Byte Order. 


Fteld Data 

i\ • ■ . 


, .2 


The SNMP GetResponse Error Index! See RFC 1157;. This value is 
sent in NetwoA Byte Order! This value should be 0x0000 if the value 
fotthe SNMP Error Status Field is NOERROk- 
INVAIjb_REQUESf, or APPLIANCE ERROR. 
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f'.Jil" ' ^ SluI * Get Re PV *pessage the variable binding .contains the Off) that was contained in the 
rresponding Snmp pet Reguest 'mesM^^well'as the^yalue for the OH). -Please refer. to section 




«'■=:';•=: V 









Field ID 


■ i t l! " 


The Variable Binding Field ID>Vaue'C0x03. : " 


field Length -^^^i 




I he total number of bytes in the Variable Binding Field that follows. 
^This value is'sent in NetworkByte'Order. 


If 


P 


OID Type ( 

. ... ~ : 




Type indicating this is an OID. Value = 0x06 r 
(ASN_OBJF.CT©ENTIFffiR). 


I; 


2 

Q 


OIDLeri 




JB*JgSSf h OID to g et - This Va,ue . I s sent in Network Byte 
urder. 












OID v V 




The OID to get the value for. 


Field 


1 


Value Type I 




Value, type for the'OID requested. 






Value Len 


>■ "M" i 


Length of the Value. This value is sent in Network Byte Order. 




Val 


Value 


0-ri 


The value for the OID requested.; 

- 1 " -rSky m^X ^S'S JI iiliiliiiiii .. :::: 










- * gjg&i paiiiiii msm. " 



one for every Variable Binding that was requested in the Snmp Get Request Message. 



The following is an example of an Snmp Get Reply Message (0x90) that would be returned in response 
to an Snmp Get Request for the MIB-fl sysNaine OID ( 1.3.6.1.2.1.1.5k 



mm 





















SOH 


Sig. 


SEQ 


Gmd 


Reel Len:; 


Sonip 

1 idB 


vSfiinp '".j. 

■;- T :^,:,t 

h :;v Leii 


F Error .;■ 


•cVar'; 


Bind 

: - : /LeV' 


oid; 

: :; r rype;, ; ; 


OID 
' Lot 


• t 


"ASMP* 1 


>..>! .. 


144 


69 






• ; 0 


:m:m 


.;::;: ; 6o::-::- 


.6 


36 


01 


41 53 4D 50 


0001 


90 


00000045 


^01 


f00 02 v 


oooo : 


•103 il 


I003C 


06 


00 24 



s »X>lDValae:- 



1 3.6121 150 



00 0000 01 00 00 (K) 03 OO'OO'OO^OQitlO.dd'Ol.OO^ 00 02 00 00 00 01 00 00 00 010000 00 05 00 00 00 00 









Vahie 


ten 




Term. 


'Trailer 


4 : ' 


18 


"MANAGED APPUANCEP 




CR 


04 


0012 


4D 41 4E 41 47 45 44 5F41 50 50 AC 49.41 4E 43 45 31 


ff : 


: 0D 
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2-2^5 ISnmp 




SequenceNumber 



Gomi^d.IT&i 
R^rd Length 




Unique code for the command contained in this message • 
Value = Qxl 1 (Snmp Get Next Request command)" 



theto^hiu^berof^ 



* Required Fields. |; 



Variable Length Data Fields, See below for description of the specific fields 
* field ID 1 = Variable Binding Field 



Field Tenrunatof ^ 

.. . . . ' X ;TW ^^^^^j 



11 



{Terminates the record data. Value = OxFF." 



Enid of message flag. {Value = OxOD. 




The following describes the Variable length Data Fields of an Snmp Get Next Request Message (0x1 1), 
The variable binding contains the OID that the client wants to get the next value for from the appliance. 
Please refer to section 2. 1 .2.2 Variable Binding Fields to see how Variable Bindings are encoded 



"••S ■ '5'' ' - ^ 



- 



.j ^ >> ^ / ; - , 



Avocent Install Discovery Protocol (Jan-16-2002) 



CppyrighX© ?P01 Avocent ttrpbration Page 25 



Best Available Copy 

;.Av6<^nt Corporation- ... -^>^f^- - Company Confidential .Avocent Install arid Discowry ; :l^toc6i :jSpeci.ficaliop . 



^yariaWeB^ 















Field m^** s- X? 




k-,^.^W^PMM^MI^S\a^.^ JJ^. y alue = UxU 1 . 


Field Length " ^ r 


;x:x-~ 


-This value is sent in Network Byte Order. 


Is? 


tNext 


OlDType^ 




Type indicatirijg this is an OID. Value = 0x06 
(ASN^OBJECITDENTIFIER). 




)toGe 


ODOLen 


:: • : IBS? 


The length of the OID to get next^This value is sent in Network 
Bvte Order f m $ m ^ r -;;;1J • ' ?] ■ ■ - 


1 

ra 

;!E 

.,E 


§ 


OID ? 


8-n 


The OID.to get the next value for. 




Value Type 




The type of the Value. ShQjrfd.gways be set to 0x05 (ASN.NULL) 
for an Snmp Get Next Request Message. 


" | 


iV^ueLeri^: 


x; . • ■ . 


^^t^ Y alue : Should always be set to OxOOOO.for an Snmp 
Get Next Request Message. This value is sent in Network Byte 
Order. 


|p 


o 

-■a 

Is 




*V. X 


/- 

8 






0 


Value for the OID. Should never be a value for this field in an 
Snirip Get Next Request Message. 






"P/ -*'C 







Note: There may be multiple Variable Binding Fields inffSnmp Get Next Request Message. 



Mm 



^ :• 



■ si 



Note: When using die ATDP protocol only certain OIDs may be retrieved from the appliance. The OlDs 
detined in the enterpnse MIB that are marked with "Discover" in the AV AILABILfTY keyword may be 
^ ev6d - In addidon to these specific enterprise MIB OIDs, the MIB-H OIDs sysName and sysObjectID 
can be retrieved from the appliance. No other OIDs are accessible through the ATDP protocol. Please 
f?©! 0 ^ managed appliance' s enterprise MIB for which OIDs are marked with ihe discover'' value. 



Upon receipt of the Srij^ Get NexfRequest Message, the managed appliance will get the values for the 
next OIDs specified in the variable binding values. It will then generate an Snmp Get Next Reply 
message to the client. The message will contain the status of the request and the values for the next OIDs 
if the request was successful 




Avocent Install Discovery Protocol (Jan-16-2002) 



Copyright © 2001 Avocent Corporation Page 26 



: Av^nt-Goqx>raUon 



Best Available Copy ^ 

" ^; ;: v ^ - Company Confidential 4 



1 s v<. 



Avocent Install and Discovery Protocol Specification 




■MSB 


mmmm 




■MHHIHHn 




mmwmm 


SOH 

: 1 


ill 


SEQ 

«c-i ■ »'* 


Cmd 


. Rec % Loi ; 


^Variable^ 
Binding ID $3 


•Wanable^ 
? Binding ;Len 


OIDTypT 


OIDLen 


01 


Hi 53 4D 50 : 


op 01 




000000 - 


ir;cf*i>v •.•;■> 


";:42 ::.»!■ 

;(W2A 




:---"36 \ • 

0024 



OID Vahie 



00 00 00 01 (K) 00 00 03 00 00 0006 00 00 00 01 W.OO : 00-02:00'06;OOiOlVQO-OOjoo 01 00 00 00 05 00 00 OOtt) 





•^".Trailer 3®g 


Value Type 


; Value Uf ; ;5?r 




Trailer _;»• 








-r: :cr' - " " 






■: :|FRM 


• 8 ^ 0D ^ . ; ^ ; 



2.2.5.2 Reply Message (0x91 ) 





1 



SOH 



Signature 



Sequeiice Number 4 



Cornrmnd ID 
Record Length 



Start of He^dih^VaJi^ 



Unique Signature ID. Value = "AIDFV 



Unique ^ packej^igfee; ^number. TMs number must ^match the sequence 
number of the Snmp Get Next Request messagejthat this reply is for. 



Value 'd 0x91 (Snmp fie* Next Reply command) 



Ttetotalr^^ 

..... >>c; v. » : -7 -• - \: ;•• •• ....... .. 



Variable Length Data Fields. Seelfeiow for description of the specific fields. 
^ ;^ tField ID 1 = Snmp Error Status Field ... 



* Field ID 2 = Snmp Get Response Error Index Field 

* Field ID 3 = Variable B inding Field 
'Required Fields^ o ^; 



Field Terrmnatpr 

gr : - .;.V .'" -1 



A- 



Teimnafe^e i^rd 



End of message ; Jflag:; W^ue=:0x0D. 
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4 t \ v ^ The following describes the yariable UngrJi Datafe of an Snmn Get Next Reply Mes'sace 



SNMP Errror Status Fields i 








1^,^ ||| llp||l /^^"f^ n ^*^ ?|l*J^ ' H ft. 


Field ID 


I 


The SNMP Error Status Field IDA Valued OxOU" - - ^ 


•Field Ii^K 


-?2 "• : 


The. length of the SNMP Error Status that follows. Thisvalue is sent in 
Network Byte Order. . 


' Field Data - 




The SNMP Error Status. This value is sent in Network Byte Order. 
See the SNMP Error status codes below for possible values. 


SNMP Error Stati 








is codes:§ > 


*.3u.jy ' !:; 




TOOBIG 



NOSUCHNAME 



BADVALUE 



READONLY 



GENERR #|§i| 
INVALID JEQUEST.,^-^ 



APPLIANCE_ERR0R 




SNMP RFC! 157 Error Status - No Error 



SNMP RFC1 157 Error Status. - Packet is too big 



SNMP RFQl 157 Error Status - No Such Name 



SNMP RFC1 157 Error Status - Bad Value 



:!SNMP RFG1157 Error Status - Read Only 



SNMP RFCl 157 Error Status - Genera] Error 



^invalid request was sent to the appliance. 



The appliance was unable:t^ due to an 

internal error. (For example: Out of memory, Not enough 
resources). 



Please refer to section 2.2.6 Status Codes for a list of the status code values- 



CTWnnCO TTv»**vrk«> Tn^lA^ 1T« A 1^. 



5# 











The 


Field ID 


i 


> ^ , . . ... ... .. .... .. 


Reld Length 




T} 3 * l f^S f ^ SNMP,GetResppnse Error Index that follows. This 
value is sent in Network Byte Order. 


Field Data 

' " 1 




The SNMR GetResponse Error Index. See RFG l 157. This value rs 
sent ih Network ; Byte Order. This value should be 6x0000 if the value 
for the SNW.ErrorStatus Field is NOERROR, 
INVALID^REOUEST, ! 6f APPLIANCE ERROR. 



. I • - 



Avocent InstaU Discovery Protocol (Jan-16-2002) 



C^pyri^it © 2001 Avocent Corporation Page 23 



V - 



'-gAvpccnt Coronation 




Company Confidential W^i^^ht install and Discovery Protocol Specification 



Variabte-Biriairif Field: 




v 



FieldID; 



Field Length 



a 

x 



^ItfType 



OIDLeff 



Value Type 



Value lien 



Valued; 



0-h 



The Variable Binding Field ID, Value == 0x03: 



iThe tqtal number of bytes in the Variable Binding Field that follows. 
This value. is sent in Network Byte Order. 



T^lindicatinglhis is an OID. Walue == 0x06 
(ASN_0BJ.ECT1DENTIF1ER). 



The length of the next OID. This value is sent iri Network Byte 

"Order"' ' : ^ ^ ' ~ - ' ^ x 



pielnextOID. ! 



"I: - ..:,:!:■■ y; 



Value type for the next OK> requested. 



Length of the Value. This value is sent in Network Byte Order. 



The value for the next;OID requested . 




The following is ah example of an Snmp Get Next Reply Message (0x91) that would be returned 
response to an Snmp Get Next Request for the MTB-H sysName Op (13.6. 1.2.1. L5): 



in 



#1 





■rmhh 


Bea^Sl 




HSjBBHB 


imgmsii 








SOH 




SEQ 


Cmd 


- Rec. Len • 


' Error*, 


Snmp 11 
: Error . 


Snmp 
Error, 


Var r 
Bind 

, JDD . L 


ryaf. ' 

Bind 
Len 


pro 

Type 


Len 














^Len 't. 


:i 






,145 


: 64;;;;;K: 


' :l'-^ 


- 2 •: : 


:'W ■■■ 




•••?55;-' 


;.l^6; .. . 


36 


701- 


•41 53 4D50* 


0001 > 




00 00 00 40 


,01^ 


I00JD2I 


OOOOi 


03 - 


mO^T;^ 


!06: 


0024 








* : . : . : k^-e 




















- .' ■■.>/;,•; 





























^ -1 3612 1 160 M 




V w OU 00 01 00 00 00 03 (K) 00 00 06 00 00 00 Ol-:QO.00:O0.Q2'0O"O0 v 0d'Ol 00 00 00 01 00 00 00 06 00 00 00 00 



msm 










yalue: 
typeS 


.Value 
Len 


■ - -_value 


; xTejfiiL ; : "» 


Trailer 


'•i>4.^ 


; -'i3 ; ;:: 


^■■r-y : : -;-rENG BUILDINGS 


FF 


CR 


•i- :04^ 


; 00 0D 


45 4E 47 5F42 55 49 4C 44 49 4E 47 31 


;ff. : 


: 0D 
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Below is a list of all the 'stetiis codes^that exist for the AIDP protocol. To see the status codes that can be 
:■ #* returned bya-sp^ifictATOR,raessage; please refer to the Commands section. 

v •••> • -« •• ... ... .. • .. " * ^ ^ . . •• • •• .-. • • 











0x0000 


NGERROR ^ ^ , 


SNMP RFCn57^Error- Status Error 


0x0001 


TOOBIG ^ : 4 


SNMP ? RFC 1157 Error Status - Packet is. 




- ' ; : . .. . . \f J> '■ 


too big _ 


0x0002 


NOSUCHNAME . *&*rV, 


SNMPI;RFeil57 Error Status - No Such 


0x0003 


BADVALUE ' ' *. ■ 


SNMP RFC1 157 Error Status - Bad Value 


0x0004 " 


READONLY ; ' ' ' 


SNMP RFC 1157 Error Status - Read Only 


0x0005 ; 


GENERR 


SNMP RFC1157 Error Status - General, 
Error 




INVALID REQUEST 


An invahd request was sent to the 
appliance. 




•='.'■ ■ v-s» , „ — „ ; - <:. A , ...<■ :■: 


0x0007^^ 


APPLIANCE_ERR'OR^£ ^ / - ; . 

. r ... -y- 


The.i appliance was unable to process the 
request due to an ;internal ^error. (For 
example: Out - of memory Not enbiieh 
resources). 


0x0008 


IP_ADDRESS_ALREADY_EXISTS 


The appUane^ali^dy^^ an IP address. 
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